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EXAMDVER'S AMENDMENT 

An examiner's amendment to the record appears below. Should the changes and/or 
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 
1.3 12. To ensure consideration of such an amendment, it MUST be submitted no later than the 
payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview with 
Dave Morasch on 7/20/06. 



Please replace claim 1 with the claim below: 

1 . (currently amended) A method comprising: 

initiating an online gaming activity from a gaming console with multiple users; and 
authenticating the muHiple users of the gaming console, the gaming console, a game title, and an 
online service together in a single request/reply exchange between an authentication entity and 
the gaming console , the authenticating comprising: 

submitting a request from the gaming console to the authentication entity, the request 
containing identities of the multiple users, a gaming console identity, a game title identity, 
and an identity of the online service: and 

returning a reply from the authentication entity to the gaming console that can be used to 
authenticate the multiple users, the gaming console, and the game title in the online 
gaming activity, the reply containing a session key for communication between the 
gaming console and the onUne service, and the reply being encrypted with a key 
associated with the online service . 

Please cancel claim 2. 

Please replace claim 3 with the claim below: 

3. (currently amended) A method as recited in claim 1, wherein the authenticating 
further comprises: 

forming, at the gaming console, [[a]] the request containing an identity string that includes [[a]] 
the gaming console identity, [[a]] the game title identity, multipl e us e r the identities of the 
multiple users , and an the identity of an the online service; and 
submitting th e r e quest from th e gaming console to th e authentication e ntity; 
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creating, at the authentication entity, [[a]] the reply containing the identity string along with the 
and a session key^ Kx a to b e us e d in communication between the gaming consol e and th e onUne 
s e rvic e , the reply being e ncrypt e d with a key a s sociated with the online s e r\ac e ; and 
r e turning th e r e ply from th e authentication e ntity to the gaming consol e . 

Please replace claim 6 with the claim below: 

6. (currently amended) A method comprising: 

submitting a single request from a game console to a ticket issuing entity, the request containing 
a game console identity, multiple user identities identifying multiple users of the game console, 
and an identity of an onhne service; 

returning a ticket from the ticket issuing entity to the game console, the ticket containing the 
game console identity and the multiple user identities encrypted with a key associated with the 
online service , said returning including sending an attached session message along with the ticket 
from the ticket issuing entity to the game console, the attached session message including a 
randomly generated session key for communication between the game console and the onUne 
service : 

passing the ticket from the game console to the onUne service; and 

decrypting the ticket at the online service, wherein after the decrypting the authenticity of the 
multiple users contained in the ticket is trusted. 

Please replace claim 7 with the claim below: 

7. (currently amended) A method as recited in claim 6, wherein the single request 
further includes an identity of the game console, and wherein the identity of the game console 
identity is included in the ticket issued from the ticket issuing entity . 



Please replace claim 9 with the claim below: 

9. (currently amended) A method as recited in claim 6, wherein the ticket further 
includes at least one of the onUne service identity, a time that the ticket is generated, a second 
time parameter indicative of when the ticket expires, and [[a]] the randomly generated session 
key to be used in communication between the game console and the online service. 



Please cancel claim 10. 



Please replace claim 1 1 with the claim below: 
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1 1 . (currently amended) A method as recited in claim iQ 6, wherein the attached 
session message is encrypted with a key associated with the game console. 

Please replace claim 12 with the claim below: 

12. (currently amended) A method as recited in claim +0 6, wherein the passing 
comprises sending a second message with a current time encrypted with the randomly generated 
session key. 



Please replace claim 13 with the claim below: 

13. (currently amended). A method as recited in claim 12, wherein the ticket farther 
includes [[a]] the randomly generated session key and the verifying decrypting , at the online 
service, further comprises: 

decrypting the ticket using the key associated with the online service to recover the session key; 
decrypting the second message with the session key to recover the current time; and 
authenticating the multiple users and the game console in the an event that the recovered current 
time is within an acceptable time window from the current time. 

Please replace claim 26 with the claim below: 

26. (currently amended) A method for operating a game console, comprising: 

submitting a request to a ticket issuing entity, the request containing multiple user identities 
identifying multiple users of the game console, a game title, an identity of the game console, and 
an identity of an online service; and 

receiving a single ticket from the ticket issuing entity that can be used to authenticate the 
multiple user identities and the game title to the online service , the single ticket including a 
randomly generated session key to be used in communication between the game console and the 
online service . 

Please cancel claim 27. 

Please replace claim 29 with the claim below: 

29. (currently amended) A method as recited in claim 26, wherein the ticket includes 
at least one of (1) the multiple user identities, (2) the identity of the online service, (3) an identity 
of the game console, (4) an identity of a game title being played in the game console, (5) a time 
that the ticket is generated, and (6) a second time parameter indicative of when the ticket expires; 
and (7) a randomly generat e d s e s s ion k e y to b e used in communication b e tween the game 
consol e and the online servic e. 
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Please cancel claims 32-36. 



Please replace claim 37 with the claim below: 

37. (currently amended) A method comprising: 

receiving a request from a game console, the request containing multiple user identities of 
multiple users who are playing at the game console, a game console identity, a game title 
identity, and an identity of a third party; 

generating a single ticket te that can be used to authenticate the multiple user identities, the game 
console identity, and the game title identity to the third party , the single ticket including a 
randomly generated session key to be used in communication between the game console and the 
third party : and 

returning the ticket to the game console. 

Please replace claim 39 with the claim below: 

39. (currently amended) A method as recited in claim 37, wherein the ticket includes 
at least one of (1) the multiple user identities, (2) the identity of the third party, (3) on identity of 
the game console identity, (4) an id e ntity of a the game title identity being played in the game 
console, (5) a time that the single ticket is generated, and (6) a second time parameter indicative 
of when the single ticket expires , and (7) a randomly g e n e rat e d s e ssion key to be used in 
communication b e tw ee n th e gam e consol e and th e third party . 



Please replace claim 41 with the claim below: 

4 1 . (currently amended) A method as recited in claim 37, further comprising: 

gen e rating a session key to b e used in communication b e tw ee n th e gam e consol e and th e third 
party; and 

sending the session key to the game console. 
Please cancel claims 45-68. 



Please replace claim 69 with the claim below: 
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69. (currently amended) A game console, comprising: 
a memory; and 

a processor coupled to the memory, the processor being configured to obtain authentication of 
multiple users of the game console together in a single request/reply exchange with an 
authentication entity, wherein the single request/reply exchange identifies the multiple users, the 
game console, a game title, and an online service^ 

the processor being further configured to process a reply from the authentication entity that can 
be used to authenticate the multiple users, the game console, and the game title, the reply 
containing a session key for communication between the game console and the onUne service 
where the reply is encrypted with a key associated with the online service . 



Please replace claim 72 with the claim below: 

72. (currently amended) A system, comprising: 
a ticketing issuing entity; 

a game console configured to submit a request to the ticket issuing entity, the request containing 
multiple user identities identifying multiple users of the game console, a game console identity, a 
game title identity, and an identity of an online service; and 

the ticket issuing entity being configured to generate a single ticket that can be used by the game 
console to authenticate the multiple user identities, the game console identity, and the game title 
identity to the online service , the single ticket including a randomly generated session key for 
communication between the game console and the online service when the single ticket is 
received at the game console . 

Please cancel claim 73. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paula W. KUmach whose telephone number is (571) 272-3854. 
The examiner can normally be reached on Mon to Thr 9:30 a.m to 5:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published apphcations 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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